Partner customization guidance

This template can be customized for your
brand by adding your logo and content
where noted, and optionally replacing the
colors and fonts.

(See example to right for how the original
template colors can be customized)

Yellow highlights in this template
indicate the areas where text or graphics
should be customized for your brand.

1 Replace the “Partner Logo”

placeholder with your company
logo where applicable.

Per Microsoft's Partner Brand
Guidelines, ensure your logo is 120%
of the size of the Microsoft Security
logo.

See more partner co-branding
guidance here.

Replace all instances of “Partner
Name” or “Partner Solution” with your
own company/solution name and add
any additional partner-specific content
where identified. Be sure to remove the
yellow highlighting and change the font
color to match the surrounding text.

Replace the template font with your
brand font, matching weights. (Note
that font type sizes vary and you may
need to adjust your size to fit).

Change the gray color blocks, overlays,
icons, and text headlines to your own
brand color(s). See example to right.

Save your final customized presentation.

Delete this instruction slide and use the
File pulldown menu to select Save As to
save your presentation with a new name.
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Hybrid work is expanding
the attack surface

The increasingly
complex state
of cybersecurity

@ Rapid acceleration and increasing
sophistication of cybercrime

Rising cost of cybersecurity
risk mitigation and remediation




Cloud security challenges

Security threats are compounded by the complexity
of hybrid and multi-cloud environments

¥ Lack of unified management D) Silos, staffing

and governance constraints, training
»> Protecting workloads, » Lack of
no matter where they live interoperability
Y» Misconfigurations/ ¥ Lack of visibility/blind
configuration drift spots across environments
¥» Maintaining consistent > Developing and

access controls operating secure apps




Securing multi-cloud
What's top of mind

Visibility into Protect against
security and increasing,
compliance sophisticated attacks

OX

52% of organizations cite $4.24M is the
secure configuration of cloud average cost of a
resources as a top priority." breach, 2021.2

1. 451 Research

2. Ponemon Institute, Cost of a Breach Report
3. Netskope Cloud Report.

4. https://www.ptsecurity.com/ww-en/analytics/web-application-vulnerabilities-statistics-2019

Manage access
and permissions for
users and applications

Q,

1,295 differentcloud
services are used by
enterprises, on average.?

Develop and
operate secure
apps in the cloud

83% of code
vulnerabilities are caused
by developer error.#


https://www.ibm.com/downloads/cas/ZBZLY7KL?_ga=2.141858545.2314564.1571071914-1491146267.1571071914&_gac=1.67614947.1571071936.CNvFhYObnOUCFRKDgQodGXAH_g
https://www.netskope.com/lp/cloud-report

Cloud security

Get integrated
protection for your
multi-cloud resources,
apps, and data

Get your security
posture in order

Build Defend

secure against
apps from : advanced
the start : threats

OO Hybrid + O

multicloud

-

Control access to
critical resources




Strengthen your cloud security posture

Easily assess and improve the secure configuration of your critical multi-cloud resources

3 @ g9

Security Posture SQL/Storage  Server VMs  Containers External Attack Surface
Management Management
Cross-cloud visibility % o&é (@ Discovery of external

Secure Score recommendations Network Industrial loT ~ Apps facing assets

Continuous risk assessment
Industry benchmarks

. o 101010
and compliance o ﬁ 01010l
O 101010

Prioritized remediation

Websites Relationships ~ Configs

N

R/
Multi-cloud coverage

A aws 3



Protect workloads against advanced threats

Cloud-native protection with Microsoft's leading threat protection technologies
and shared intelligence

Detect threats and
protect your workloads

Respond
and automate

Assess and remediate
vulnerabilities

Get actionable,
prioritized alerts

Protect full stack of
workloads

Automate with your
choice of tools




Manage access &
permissions to apps

Control access to critical resources
and protect assets

»» Actions
)) Identities

»» Resources

»» Microsoft Entra
Permissions Management

Identity v
Provider

Actions

Q_ Identities

= Resources

Microsoft Entra
Permissions Management

@ Cloud infrastructure entitlement management




Build secure apps in the Cloud

Empower developers with the only community-
driven, native application security testing
solution within the developer flow

Y> Develop securely, from idea to ship

»> Fix the vulnerabilities that matter the
most for your organization in minutes

»» Trustyour software with an end-to-end,
automated security solution

o[}g Supply chain

101010
A ololol Code
101010

Q;Q; Development lifecycle

@ Innovate with peace of mind



Cloud security

Get integrated
protection for your
multi-cloud resources,
apps, and data

Get your security
posture in order

Build Defend

secure against
apps from . advanced
the start : threats
OO Hybrid + O
multi-cloud

-

Control access to 6?’
critical resources

’17 o“’& ?QQ
9 ,h £XY) C(O o\)
e'h on / Azure \N“ (C\

Network security




! ! It's difficult to ensure that we have full
insights from a security perspective
when our platforms are so varied.

We wanted protection and visibility
everywhere. That's why we use Defender
for Cloud—it gives us single-pane-of-
glass visibility across our hybrid and
multi-cloud environment.”

Raoul van der Voort

Global Service Owner, Cyber Defense Center
Rabobank

Rabobank ("

$460K

immediate cost savings

$3M

estimated cost savings with Azure

Arc + Defender for Cloud

20 to 4

vendor reduction with
Microsoft solution




Industry-leading security from Microsoft

Monitoring

140+

Threat groups

40+

Nation state-groups

Serving billions of global customers,
learning and predicting what's next

43T | 32B $20B

Analyzing Blocking in the next 5 years

Threat signals daily email threats annually Investing to improve and share

50% increase knowledge, gain insights, and
combat cybercrime

(& 60%

Keeping you Up to savings, on partners in security
sealie wlile average, over ecosystem

. " multi-vendor
sElinig] et ie security solutions
and resources

customers rely on

Microsoft for their
multicloud,
multiplatform
infrastructure security

Trusted globally, protecting organizations'
multi-Cloud and multi-platform infrastructures


https://www.microsoft.com/en-us/investor/earnings/FY-2022-Q4/press-release-webcast
https://www.microsoft.com/en-us/investor/events/fy-2022/earnings-fy-2022-q4.aspx
https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report
https://www.microsoft.com/en-us/investor/events/fy-2022/earnings-fy-2022-q2.aspx

Augment your security teams with Microsoft's
world-class research and intelligence teams

Cloud security

Microsoft and third-party Fraud
I I 1 product vulnerabilities

Nation-state
threats

Incident
response

) Malware
engineers and researchers
alwaysworking to mitigate Botnet attacks loT security
and remediate the next threat Microsoft Security
Global research and o .
intelligence intelligence y ers.e.curlty
n ! 19 policies

; O O + Hardware security

members of Microsoft

InteIhgept Securlty Offensive security
Association (MISA) Breach
recovery Ransomware

Firmware security

Phishing

Focused on all areas of the threat landscape.

urce:
1. Cyber Signals Bog


https://www.microsoft.com/security/blog/2022/02/03/cyber-signals-defending-against-cyber-threats-with-the-latest-research-insights-and-trends/

[Partner Service/Solution]

Let [Partner Name] help you with your modernization journey
Service/Solution benefits and value-add content to go here...
“ Benefit1 ...

»* Benefit2 .....

< Benefit3 .....

Proof Point/Success Stat Proof Point/Success Stat Proof Point/Success Stat



Headline with [Customer
Name] and high-level
statement on the achieved
results

Challenge: Description of the challenges the customer was
facing before help from <Partner Solution>...

Solution: Description of how <Partner Solution> helped to
address the customer’s challenges...

Outcome: Description of the outcome/benefits the
customer achieved as a result of <Partner Solution>...

Customer logo
goes here

.
[




Given the volume and complexity of identities, data, apps,
endpoints, and infrastructure, it’s essential to learn how
secure your organizationis right now, and how to

mitigate and protect against threats moving forward. With
a Secure Multi-Cloud Environments Workshop, you’ll get a

[Partner Name]

Secu re MUIt"CIOUd customized threat and vulnerability analysis of your hybrid
, and multi-cloud environmentand learn how to build a
En\" ron mentS more robust cloud security system.

Workshop

> Contact us today to learn more
and to schedule your workshop!

= Microsoft Security




Thank you

=@ Microsoft Security



Control access and secure your
network infrastructure and applications

Protection from edge to cloud with cloud-native network security based on Zero Trust

Azure network security

Infrastructure Security Application Security

< Segmentation Intelligent Traffic Private >
controls threat protection encryption access

Defense-in-depth protection from edge to cloud



Microsoft Defender for Cloud Apps

The go-to CASB for all your cloud enablement, monitoring and governance

Simple Natively integrated across the broader Microsoft Rooted in
deployment product stack to deliver unique capabilities supporting any app

C\suo

ex

y¢ slack DocuSagn,
Endpoint Detection Threat Signal
& Response

Clustering
I ": g § O workday
G Suite N

workiva
Workplace Secure Access 099 @, Security Analytics
oy fecebook oty & Guidance :

n Data Loss Eﬁ ﬁ)\ App
Prevention

adaws
. Governance
salesforce S @
Unified Endpoint ﬁ' Security
box

et Management Posture Management & Confluence
**

o

servicenow.



Microsoft Azure

P Search resources, services and docs

Hame

Microsoft Defender for Cloud | Overview

Showing 54 subseriptions

L Saarch

General

ﬂ Oherview

# Gatting started
= Recormmendations
q Security alerts
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a workbooks

a8 Community
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Cloud seourity

@ Secure score
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U workload protection

= Firewall ma nager
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I} Erviranmant settings
B8 security solution

g Workflow automation
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Install agents

Total resourcas

8928

Burhealthy (7566) N Healthy (1156) ot appicatie (206)

) Microsoft Defender for Cloud dashboard

= 215

Mctive recommendations

U 7768

Security alerts

U Workload protections

Resource coverage

95'}5 For full protection, enahle B resource plans

Alerts
by severity
20

a a

£ Siify

BHigh (48K} Tiedivm (1K)

Enhance your threat protection capakslities =

]
i rated with Pundes

Resource scan COverage

2‘}& For full coverage scan additional resources

Recommendations & Alerts
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20
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Insights
Uparade ta Mew Containers plan

: Cloud-native Kubernetes seeurity
capabilities inchuding emvironment
1. hardening, vulnerability assessrment, and
-N run-time threat protection. The new plan
) merges two ensting Defender plans, In

e addition to new and imgroved features

7
]

Click here Lo upgrade =

Most prevalent recommaendations

. e Audit diagnostic setting 619 Rasouroe
35 Storage account public access should.. 167 Rasourem
. g A vulnerability assessrment solutian... 107 Rasorce
Most attacked resources

'-3 contosas.cloudappnet 63 A
n Wirtual machine 2 [ QTS
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Wiew full alert list »

Controls with the highest potentlal increase

[i=] Remediate vulnerabilities +11% gt
[i=] Enable encryption at rest 7% pnl




Microsoft Azure B Search resources, services and docs

Home Microsoft Daefender for Cloud

Microsoft Defender for Cloud | Security posture # - b
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Microsoft Azure

Haome Microsoft Defender for Cloud

P Search resources, services and docs

= Microsoft Defender for Cloud | Recommendations -

Showing 40 subseriplions

L Saarch

General

ﬂ Oherview

# Gatting started
i= Recommendations
q Security alerts

A Inventary

a workbooks

a8 Community

£* Diagnose and salve problems

Cloud seourity

@ Secure score

B Regulatory compliance
U workload protection

= Firewall ma nager

Managament
I} Erviranmant settings
B8 security solution

g Workfliow automation

A Download C5V repo

M
b

Giildes & Faadback

All recommendations  Secure scorg recommendatians

Usa these recommendations to harden your rescurces. Each one has a description, steps to take and the affected resources. Learn maorg =
Far the full details of a recommendation, select it from the list
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sigh M Low
BISD B.I'Z 5 12_."111

L Search by subscription name

Recommancdation status : All

Shawing 1-15 of 140 iterrs

Recommendation T.

o Do o Do

Diagnastic logs in Data Lake Analytics should be enabled

Container registries should use private link

Audit usage of custom RBALC rules

Keay Wault keys should have an expiraton date

Kubernetes Services Management AP| server should be configured with restricted access
‘Web apps should request am 550 certificate for all incoming requests

An activity log alert should exist for Create or Update Metwork Security Graup Rule
Diagnostic logs should be emabled in App Service

550 agent should be installed on your AWS EC2 instances

AWS Security Huly shauld be enabled in every region m your AWS accounts
Storage account public access should ke disallowed

Audit Windows machines that do not hawve a maxirmun password age of 70 days

Audit Windows machines that allow re-use of the previous 24 passwords

) Multicloud recommendations

Resource haealth
I

BUrhealthy (1495) 0 Healthy (993)

Recommandation maturity - All

Sewarity - All

Unhealthy resources TL
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Response action : All

Initiative TL

ASBE

A5E, MyOrgDemoCustomPolicy
HIPAA, 190 27007 +2

Azure CI15 1,700, Azure C15 1,30
ASR

ASE, Azure QI3 1.1.0 +2

Azure 15 1.7070, Azure CI5 1,30

ASE Azure CIS 130 +1

ASE Azure QIS 11,0 +1
S0 27007, MIST 800-53 +1

S0 27007, MIST B00-53 +1

Caontains exemptions : All Ervironment : All

Initiative : All
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¢ 0o
®

S
&

S



& Q & @ A kimkischel@microsoft.c...

CONTOSOHOTELS.COM

Microsoft Azure (Preview) L Search resources, services, and docs (G+/)

Home > Microsoft Defender for Cloud >

Amazon S3 permissions granted to other AWS accounts in bucket policies should be restricted - X
? QOpen query
Severity Freshness interval

I High @ 6 Hours

~ Description

Implementing least privilege access is fundamental to reducing security risk and the impact of errors or malicious intent. If an S3 bucket policy allows access from external accounts, it could result in data exfiltration by an insider threat or an attacker. The 'blacklistedactionpatterns' parameter allows for successful evaluation of the rule for S3 buckets. The

parameter grants access to external accounts for action patterns that are not included in the 'blacklistedactionpatterns' list.
“ Remediation steps
~  Affected resources

Unhealthy resources (0) Healthy resources (22)  Not applicable resources (0)

O Search AWS resources

Name ™.  AWS Account Connector name Region Resource type
testbucketdelete548 424151343163 AWSNinjaConnector global AWS S3 Bucket
sentinel-bucket-for-logs-us-west-2 424151343163 AWSNinjaConnector global AWS 53 Bucket
sentinel-bucket-for-logs-us-east-2 424151343163 AWSNinjaConnector global AWS S3 Bucket
s3-fllow-logs-us-east-2 424151343163 AWSNinjaConnector global AWS S3 Bucket
s3-cloudwatch-us-west2 424151343163 AWSNinjaConnector global AWS S3 Bucket
ninjas3awsconfig 424151343163 AWSNinjaConnector global AWS S3 Bucket
lianabucketdemo 424151343163 AWSNinjaConnector global AWS S3 Bucket
daily-billing-report-ms 424151343163 AWSNinjaConnector global AWS 53 Bucket
contoso-hotel-sentinel-s3-bocket 424151343163 AWSNinjaConnector global AWS 53 Bucket
contoso-hotel-partner-sentinel-s3-bucket 424151343163 AWSNinjaConnector global AWS S3 Bucket
contoso-financialresults 424151343163 AWSNinjaConnector global AWS S3 Bucket
config-bucket-424151343163 424151343163 AWSNinjaConnector global AWS 53 Bucket
rlandeana_narmiccinn_tact-A2A161242162cndhlbn A2A181242142 MAMCMiniaCAnnartar AlAhal AWS €2 Rurbat M

Trigger logic app

) Recommendation details view



O Search resources, services and docs

Microsoft Azure

Home * Microsott Detender for Clowd

Microsoft Defender for Cloud | Workload protections -

Shioawing 54 subscriplions

| B Search | = F Subscriptiars |'_-"|A'~'.Iha1‘s newr
Genoral Defender for Cloud coverage
9 Overview

# Getting started

= Recomrmendations

B 216,25

ﬂ Security alarts Servars
Inwventory

& Irventory Upgrade

al workbaoks

& Comrmnity

& 275

W Fully covered (89.5%) Azure SOL database servers

.ﬂ.gen‘r mot installed (3.8%) Install
Mot cavered (6.B%) Upgrade al

,53' magnose and solve problams

Cloud security

Seny .
O Secure score Security alerts

Q' Regulatory compliance 50

O Warkload protection

'._' Firewall manager

=]
Management
sn
"I Ervironment settings I
!E Seourity solution 0 I I
fa Workflow automation 0

E Sun
Advance protection

WM vulnerability assassment

12 ? Unpratected

,:D Just-in-time VM Access

?ﬂ Unpratected

q 50U vulnerability assessment

[* Fila integrity manitaring

) Workload protection overview

@& 5155

App sarvice

= 195209

Storage
|

Upgrade

12 S

o Adaptive application control

44 Unpratected

:; + Metwork map

I 210

Containars

Upgrade

A 12n2

Resource manager subscriptions
|

3 Sun

showing 1-& of &

C' 40 40

Ky vaults

@ 122

DMS subscriptions

High sarrity
4.8«
Mtdism sivarity
1[5

Low neverity

1.9«

showing 1-8 of 9

“ Container image scanning

6 Unprotected

laT security

Insights
Upgrade to Mew Containers plan

Cloud-native Kubernetes security
capabilities including environment

1. - hardening. vulnerability assessrment, and
run-time threat protection. The new plan
merges two existing Defender plans, in
addition to new and improved features

sy
]
Click here to w parade =

Maost prevalent recommendations

iS5 Audit diagnostic setting G619 Besources

:E Storage account public access should 161 Bescurces

= & vulnerability assessment solution

o
E

107 Bescurces

Maost attacked resources

13' cantosob.coudapp.net 63 Aleris
n Wirtual machine 2 A1 Alerts
B centos 28 mens

Wiew full alert list =

Controls with the highest potential increase

5] Remediate vulnerabilities + 1% mpn
2] Enable encryption at rest =T (aptl
5Z) Remediate security configurations +6%. aptl



Microsoft Azure (Preview) £ Search resources, services, and docs (G+/)

Home > Microsoft Defender for Cloud

0 Microsoft Defender for Cloud | Security alerts

Showing subscription 'CyberSecSOC'

|;‘f Search (Ctrl+/) ‘ « () Refresh S Change status ~ %5 Qpen query & Suppression rules & Security alerts map (U Sample alerts  [] Alerts workbook  J  Download CSV report
General . .
Active alerts by severity
. 0 8.5K 418 I ——
= Overview

Active alerts Affected resources

& Getting started

= Recommendations

£ Search by ID, title, or affected resource Subscription == All Status == Active X Severity == Low, Medium, High < +7 Add filter

1] Security alerts

# Inventory

@l Workbooks [ severity 'y Alert title Ty Affected resource Ty

@ Community U High o Invalid SMB Message (DoublePulsar Backdoor Implant) on cybersecurityiothub

ﬁ Diagnose and solve problems
D High 0 Suspicion of NotPetya Malware - lllegal SMB Parameters Detected % cybersecurityiothub

Cloud Security
D High @ suspicion of NotPetya Malware - lllegal SMB Transaction Detected o cybersecurityiothub

@ Secure Score

Q@ Regulatory compliance D High @ suspected brute-force attack attempt & ninjasqlattack

@ Workload protections D High o Suspicion of Malicious Activity (BlackEnergy) o cybersecurityiothub

= Firewall Manager D . : \n }

High o Unauthorized Internet Connectivity Detected A cybersecurityiothub

Management [_] High @ Port Scan Detected £ cybersecurityiothub

ill  Environment settings
D High @ Excessive SME login attempts ;% cybersecurityiothub

Security solutions

£ Workflow automation D High 0 No Traffic Detected on Sensor Interface oA cybersecurityiothub
D High o Suspected brute-force attack attempt B ninjasql Secret
D High o Suspected brute-force attack attempt & ninjasql Secret
D High 0 Microsoft Defender for Cloud test alert for K85 (not a threat) (Preview) [ aws-eks-cluster-eks-protected-demo-us-east-2
(] f High O Mimikatz credential theft tool A& ccoamaz Hks720P
[ ] [ High © Mimikatz credential theft tool & eczamaz-Hks72QP
[ [ High @ Mimikatz credential theft tool & EC2AMAZ-HK672QP
[ I High U Mimikatz credential theft tool K ecoaMAZ-HKE72QP
(] [ High Q Mimikatz credential theft tool & ecoamaz-Hrs720P
[ f High O Mimikatz credential theft tool K ec2AmAZ-HKs720P
— 0 —c

) Security Alerts view

IHigh (527) I Medium (1.9K) [ Low (6K)

Activity start time (UTC-7) T

03/19/22, 10:00 PM

03/19/22, 10:00 PM

03/19/22, 10:00 PM

03/19/22, 09:00 PM

03/18/22, 07:00 PM

03/18/22, 07:00 PM

03/18/22, 07:00 PM

03/18/22, 07:00 PM

03/18/22, 06:00 PM

03/17/22, 09:00 PM

03/15/22, 09:00 PM

03/15/22, 07:19 AM

03/15/22, 04:30 AM

03/15/22, 04:30 AM

03/15/22, 04:29 AM

03/15/22, 04:29 AM

03/15/22, 04:28 AM

03/15/22, 04:28 AM

27 Guides 8 Feedback

MITRE ATT&CK® tactics
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Lateral Movement

Pre-attack

Command and Control

Initial Access

Discovery

Pre-attack

Pre-attack
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Credential Access
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Credential Access
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|

kimkischel@microsoft.c..
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